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In this paper, a fast and robust chaos-based image encryption/decryption system is presented. The
proposed cryptosystem includes a new perturbed chaotic generator using 32-bits finite precision with
integer representation to facilitate hardware implementation and uses a variable block cipher length with
different modes. The proposed chaotic generator is composed of two nonlinear digital IIR filters, connected
in parallel. The non linear function used is the integer skew tent map. In the block encryption/decryption
algorithms, a 2D cat-map with chaotic control parameters is used to shuffle the image pixel positions.
Then, multiple rounds of substitution (confusion) and permutation (diffusion) operations, based on two
of the proposed chaotic generators, are performed on every block. The perturbing orbit technique im-
proves the dynamical statistical properties of generated chaotic sequences. This technique increases also
the orbit cycle length. The problem of error propagation in various cipher block modes: Cipher Block
Chaining (CBC), Cipher Feedback (CFB), Output Feedback (OFB), and Counter mode (CTR) is pre-
sented. The dependence between input and output error probability of the modes is studied. The obtained
simulation results demonstrate that the proposed cryptosystem including OFB, or CTR modes, is suit-
able to transmit encrypted data over a corrupted digital channel. To quantify the security level of the
proposed cryptosystem, we analyze the global dynamical properties of the chaotic generator using the
NIST (National Institute of Standards and Technology) test, and we show that, the algorithm can resist
the statistical and differential attacks; it also passed the key sensitivity test. Moreover, the algorithm has
a large key space. The experimental results indicate that the scheme is secure, efficient, and faster than
conventional advanced encryption standard (AES).
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